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3.1.1 FREEHERHES DO

FIDO2Y —/\{BZEFIIH
@ FIDO2Y—/\DFQDN&%ERTE

$ sudo hostnamectl set-hostname fidoap.kenshol.local

@ rootd1—YTwgetZA AN

$ sudo yum install wget

® NAFUBmIr( I zF)>0—-R
$ wget https://github.com/StrongKey/fido2/raw/master/fido2server-v4.3.0-dist.tgz

@ ZAHVTMEELTU. FIDO2Y—/)NEFTJH —)\Payaraz A > A K—)L. StrongKey1—HY7H7> Mz B EERL
$ sudo ./install-skfs.sh

KANEMATSU ELECTRONICS LTD.



3.1.1 IEERERBS O

FIDO2Y —/\1BEE=FIIE
® FIDO2Y—/)\DEMEREER .. LU T DLIICWADLI7AIVAFRRESNNISEMECRIZER L.
$ curl =k https://localhost:8181/skfs/rest/application.wadl

[fidoadmin@localhost ~]$ curl -k https://localhost:8181/skfs/rest/application.wadl
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<application xmlns="http://wadl.dev, java.net/2009/02">
<doc xmlns:jersey="http://jersey.java.net/" jersey:generatedBy="Jersey: 2.25.1 2017-81-19 16:23:508"/>
<doc xmlns:jersey="http://jersey.java.net/" jersey:hint="This is simplified WADL with user and core resources only
. To get full WADL with extended resources use the query parameter detail. Link: https://localhost:8181/skfs/rest/appl
ication.wadl?detail=true”/>
<grammars/>
<resources base="https://localhost:8181/skfs/rest/">
<resource path="">
<resource path="/ping”>
<method id="ping” name="POST">
<request>
<representation mediaType="application/json”/>
</request>
<response>
<representation mediaType="*/*"/>
</response>
</method>
</resource>
<resource path="/preregister”>
<method id="preregister” name="POST">
<request>
<representation mediaType="application/json"/>
</request>
<response>
<representation mediaType="application/json”/>
</response>
</method>
</resource>
<resource path="/preauthenticate”>
<method id="preauthenticate” name="POST">
<request>
<representation mediaType="application/json"/>



YOI 7IIVr—33> (Java)iBEFIE

@ StrongKey1—HTOJA> &, 7IVT—2a O8I\ ZVER L. FIDO2Y—/)\DIGPI%ZEEE
$ echo “ webauthntutorial.cfg.property.apiuri = https://fidoap.kenshol.local:8181 " >
/usr/local/strongkey/webauthntutorial/etc/webauthntutorial-configuration.properties
@ Web7U4or—33>T74 ) basicserverwarlz459>0—R
$ wget https://github.com/StrongKey/fido2/raw/master/sampleapps/java/basic/basicserver.war

® @Z%payaral BN

$ payara4l / glassfish / bin / asadmin deploy basicserver.war
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3.1.1 #REEERIS DO
FIDO2Y—-/)\TOEIROY

[2021-83-10T10:10:22.072+0900] [Payara 4.1] [INFO] [] [] [tid: ThreadID=29 ThreadName=http-thread-pool::http-listener-2(6)] [timeMillis: 1615338622072] [levelValue: 800] [[
POST https://fidoap.kenshol.local:8181/skfs/rest/preregister HTTP/1.1]]

[2021-83-10T10:10:22.126+0900] [Payara 4.1] [INFO] [] [] [tid: _ThreadID=33 _ThreadName=http-thread-pool::http-listener-2(10)] [timeMillis: 1615338622126] [levelvalue: 800] [[
json = {"username":"testuser","displayname":"testuser","options":"{\"attestation\":\"direct\"}", "extensions":"{}"}11]

[2021 03-10T10:10:22. 141+09001 [Payara 4.1] [INFO] [FIDO-MSG-0001] [SKFS] [tid: ThreadID=33 _ThreadName=http-thread-pool::http-listener-2(10)] [timeMillis: 1615338622141] [levelValue: Bee] [I[
ijster request; Input: [TXID=33-1615338622141]

did=1
protocol=FID02 ©
username=testuser
displayname=testuser
options={"attestation":"direct"}
kgxtensiunsz{}]]

1—-Yi5ER ERENELHR(FrL>Y)D1EH

r-24(1m11 rfﬁwi'l'lic- 'Iﬁ'lﬁ'{'-tﬁ')')')ﬁ'{'l r'lW'l LL

_ - - 2] _[skKFS] [+id- Thrm'-t'-t Thr -
FIDO-MSG-0002: Done with preregister request; Output: [TXID 33-1615338622141, START—1615338622141 FINISH=1615338622253, TTC—112]
FIDOZRegistration Challenge parameters = {"Response":{"rp":{"name":"demo.strongauth.com:8181"}, "user":
{"name":"testuser”,"id":"mst_2Lcq641B99cRMGKv4aXx0bJ7uBH_Cqy8NWE4eIbY","displayName":"testuser"},"challenge":"tsLDOtBn9d4Zvwrbl2mGfg", "pubKeyCredParams": [{"type":"public-key","alg":-7},{"type":"public-
key","alg":-35},{"type”:"public-key", "alg":-36}, {"type":"public-key","alg":-8},{"type":"public-key","alg":-43},{"type":"public-key", "alg":-65535},{"type":"public-key", "alg":-257},{"type":"public-key",6 "alg":-258},
{"type":"public-key",6 "alg":-259}, {"type":"public-key",6"alg":-37},{"type":"public-key",b "alg":-38},{"type":"public-key","alg":-39}],"excludeCredentials": [{"type":"public-key",6 "id":"VULOsiUCvGCaa-
\IZDHmmﬁiKLGerqQEVPmBJSgpranuuxwxle1t2thf—oiowN9Drxw5LjodnSdNBthxg“,"alg":—?}],"attestation“:"direct"}}]]

[2021-03-10T10:10:22.256+0900] [Payara 4.1] [INFO] [] [] [tid: _ThreadID=29 _ThreadName=http-thread-pool::http-listener-2(6)] [timeMillis: 1615338622256] [levelValue: 800] [[

{“Respunse"-{"rp“-{"name"-“demu strongauth.com:8181"}, "user":
{"name":"testuser”,"id":"mst_2Lcq641B99cRMGKv4aX0bJ7uBH_ quaNWE4eIhY"."dlsplayName“:"testuser"} “challenge":"tsLDOtBn9d4Zvwrbl2mGfg", "pubKeyCredParams": [{"type":"public-key", "alg":-7},{"type”:"public-
key","alg":-35},{"type public-key","alg":-36},{"type":"public-key","alg":-8},{"type":"public-key", "alg":-43},{"type”:"public-key","alg":-65535},{"type":"public-key","alg":-257},{"type":"public-key","alg":-258},
{"type":"public-key","alg":-259},{"type":"public-key","alg":-37},{"type":"public-key","alg":-38},{"type":"public-key","alg":-39}], "excludeCredentials": [{"type":"public-key", "id":"VULOsiUCvGCaa-
r20Hmm6_KLGeTdqg3yPm915g2ppnIwQoXWXIwELt2rHhT -0l fTWWNIDrXw5LjodnSdN8IXhxg", "alg":-7}], "attestation": "direct"}}]11]
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3.1.2 RIEERBED

OpenAMA > A=) FIIE :
© BEI7AINEAVANITD
(JDK8LAPE. tomcat7LABF, SSLEEBAZE EApache-HTTP)

$ yum -y install tomcat mod_ssl

@ Open AMI>Y—>7 LADgithublCAFENTS. OpenAM14Dwardr()Lz247>0—- K93
XFIDO2(30Open AM 14.0.0_ EDQ)/\=3 (UL TOVRVDTEE TS

® FQDN. hAh2Zz&E#xIS (fidotest.kensho4.local (CEXTE)

$ vi/etc/hosts
$ vi /etc/hostname
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